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Executive Summary

This memorandum surveys economic sanctions and anti-money laundering (“AML”) developments and
trends in 2018 and provides an outlook for the year ahead. These areas remained a high priority last year,
with the Trump administration making major changes in U.S. sanctions policy and federal and state
agencies imposing over $2.7 billion in penalties for sanctions/AML violations. We also provide some
thoughts concerning compliance and risk mitigation in this challenging environment.

After a period of relative quiet on the sanctions enforcement front, the last months of 2018 saw a $1.3 billion
multi-agency resolution with Société Générale S.A., a burst of enforcement actions by Treasury’s Office of
Foreign Assets Controls (“OFAC”), and Treasury Under Secretary Sigal Mandelker’s announcement that
OFAC will soon publish guidance on the “hallmarks of an effective sanctions compliance program” and
incorporate these principles in future settlements. Last year also witnessed significant and constant
changes to the sanctions policy landscape. In a dramatic break from the Obama administration’s policy
towards Iran, President Trump withdrew the United States from the Joint Comprehensive Plan of Action
(“JCPOA”) in May 2018, and fully revoked JCPOA-era sanctions relief by November 2018, creating new
sanctions risks for U.S. and non-U.S. companies across industries, generating conflict-of-law issues, and
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straining relations with U.S. allies. The administration also took a number of significant actions with
respect to Russia/Ukraine sanctions, including designating a number of Russian “oligarchs” and their
global companies and taking further steps to implement the Russian secondary sanctions regime enacted
by Congress in the 2017 Countering America’s Adversaries through Sanctions Act (“CAATSA”). The
administration also imposed several new sanctions against the Maduro regime in Venezuela (and recently
sanctioned Venezuela’s national oil company), continued its campaign of “maximum pressure” on North
Korea, implemented Global Magnitsky Act sanctions targeting human rights abuses and corruption
worldwide, and established new sanctions programs targeting the Nicaraguan regime and non-U.S.
interference in U.S. elections.

Enforcement of the Bank Secrecy Act/anti-money laundering (“BSA/AML”) laws—or their state
analogues—remained a high priority for a panoply of agencies, including the Department of Justice
(“DOJ”), Treasury’s Financial Crimes Enforcement Network (“FinCEN”), the federal banking agencies, the
Securities and Exchange Commission (“SEC”), the Financial Industry Regulatory Authority (“FINRA”), and
the New York Department of Financial Services (“DFS”). Last year saw significant multi-agency resolutions
against U.S. Bancorp and Rabobank N.A, a series of enforcement actions against broker-dealers (including
the first BSA criminal charge against a broker-dealer), and actions by the DFS against Western Union and
Mashregbank.

Agencies also issued a flurry of guidance and advisories, effectively raising expectations for private sector
compliance efforts consistent with Under Secretary Mandelker’s recent warning that companies “must do
more to make sure [their] compliance systems are airtight.”! This detailed guidance covered a variety of
topics, such as recommendations for better identifying North Korea and Iran’s sanctions evasion tactics
(including identifying supply chain links to North Korea), adopting risk-based approaches to the Financial
Action Task Force’s (“FATF”) identification of jurisdictions with anti-money laundering and combating
financial terrorism (“AML/CFT”) deficiencies, and strategies for recognizing human rights abuses by
corrupt non-U.S. political figures.

Last year, regulators and the private sector also placed increasing focus on several hot topics that will only
grow in importance. First, in the area of virtual currencies, OFAC issued additional guidance and
announced its inclusion for the first time of digital currency addresses for persons added to its List of
Specially Designated Nationals and Blocked Person (the “SDN List”); FinCEN and FATF also signaled
increased focus on this area. Second, with the continued state-level cannabis legalization efforts in the
United States—and the legalization of recreational cannabis in Canada in October 2018—financial
institutions and other companies continued to grapple with the regulatory consequences of different types
of engagement with this growing industry. Third, FinCEN and the federal banking agencies issued a joint
statement encouraging financial institution innovation in compliance technology, including artificial-
intelligence based approaches.? Meanwhile, Congress continued to evaluate proposals to modernize and
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enhance the BSA, although the prospects for such legislation in the current political environment remain
unclear.

Treasury’s Office of Foreign Assets Control

Last year saw important changes to various sanctions programs administered by OFAC, particularly the
Iran, Russia/Ukraine, Global Magnitsky, North Korea, and Venezuela programs, as described in greater
detail below.

Additionally, in November, the Trump administration introduced a new sanctions program targeting the
Nicaraguan government for its systematic dismantling and undermining of democratic institutions, its use
of indiscriminate violence and repressive tactics against civilians, and its corruption leading to the
destabilization of Nicaragua’s economy.’> OFAC also added to the SDN List two of President Ortega’s closest
associates, the Vice President of Nicaragua and First Lady, Rosario Maria Murillo De Ortega, and Nestor
Moncada Lau, who has acted as national security advisor.*

In September, President Trump also signed a new executive order targeting interference in U.S. elections.’
This order establishes an interagency framework for determining whether election interference has
occurred and adopts a two-track approach, one for designating non-U.S. persons engaged in election
interference and another for adopting broader measures targeting states behind those efforts. The new
program’s reach is not limited to Russia, and so far it is unclear whether the 2018 mid-term elections will
trigger any sanctions under the executive order.

On the enforcement front, after a lull in activity, OFAC issued a spate of enforcement actions in the last part
of 2018, resulting in a total of $772 million in civil penalties (including settlements) for the year, compared
to $120 million in 2017 and $21 million in 2016. OFAC’s seven enforcement actions included its second-
ever penalty for violations of its 50 percent rule, which was assessed against a U.S. technology company.®
Notably, although OFAC has yet to announce a change in its long-standing policy of crediting payments
made to other agencies against its fines for the same conduct, the agency did not credit payments to other
agencies in two 2018 resolutions. Also, as described further below, in December, Sigal Mandelker, the
Under Secretary of the Treasury for Terrorism and Financial Intelligence (who supervises OFAC and
FinCEN) announced that OFAC intends to issue guidance in the near-term regarding OFAC’s compliance
expectations.’

In September, Andrea Gacki, a long-serving OFAC employee who had previously served in various
capacities, including Acting Director, Deputy Director, and Associate Director of Compliance and
Enforcement, was named OFAC Director. Director Gacki had served as Acting Director since May. In
November, Bradley Smith was named Deputy Director; he had previously served for five years as OFAC
Chief Counsel.
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OFAC’s Strengthened Approach on Compliance Expectations

At a December conference, Under Secretary Mandelker announced that OFAC intends to issue guidance in
the near-term that will outline the “hallmarks of an effective sanctions compliance program.” She outlined
five areas that will be covered by the guidance: (1) ensuring senior management commitment to compliance;
(2) conducting frequent risk assessments to identify and mitigate sanctions-specific risks within an
institution and its products, services, and customers; (3) developing and deploying internal controls,
including policies and procedures, to identify, interdict, escalate, report, and maintain records pertaining
to activity prohibited by OFAC’s regulations; (4) engaging in testing and auditing—both on specific elements
of a sanctions compliance program and across the organization—to identify and correct weaknesses and
deficiencies; and (5) ensuring all relevant personnel, particularly those in high-risk areas or business unites,
are provided tailored training on OFAC sanctions in general and the organization’s sanctions compliance
program in particular. As noted by Under Secretary Mandelker, OFAC has already started incorporating
these themes into its recent settlements.8 She further stated that OFAC’s intent in including such language
in its settlement agreements is to convey its compliance expectations to the private sector, including its
expectation of strict compliance with settlement agreements.

Although OFAC has previously signaled certain compliance expectations in enforcement actions and
various FAQs, its forthcoming attempt to outline the hallmarks of an effective OFAC compliance program
signals a new approach and one complicated by the fact (as OFAC has repeatedly recognized) that there is
no one-size-fits-all approach and that the “right” compliance program much depends on the particular
nature of a company’s business and risk profile. Further, OFAC’s decision to incorporate compliance
commitments in its settlement agreements, while bringing OFAC more in line with the approach of other
agencies, may raise the price of settling with OFAC and further complicate future settlement discussions.

Changes in OFAC Sanctions Programs

Iran. As detailed in a prior memorandum,’ on May 8, 2018, President Trump announced the unilateral
withdrawal of the United States from the JCPOA. OFAC issued a final rule effective November 5, 2018, that
fully reinstated sanctions on Iran that had been suspended during implementation of the JCPOA. OFAC
announced that the “United States is engaged in a campaign of maximum financial pressure on the Iranian
regime and intends to enforce aggressively these sanctions that have come back into effect.”!?

As of November 5, 2018, all U.S. sanctions that were lifted or waived in connection with the JCPOA have
been re-imposed. With respect to primary sanctions, General License H-which had provided sanctions
relief pursuant to the JCPOA for non-U.S. companies owned or controlled by U.S. companies conducting
business with Iran—was revoked and the associated wind-down period ended November 4, 2018. OFAC
also revoked its JCPOA-era authorizations for the importation of certain Iranian-origin carpets and
foodstuffs and the export of certain commercial passenger aircraft and related parts and services. Likewise,
all secondary sanctions have been re-imposed, including but not limited to those targeting: (1) transactions
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by non-U.S. financial institutions with the Central Bank of Iran and other sanctioned Iranian financial
institutions (and other sanctions targeting Iran’s banking sector); and (2) Iran’s energy, automotive,
shipping, insurance, gold, and metals sectors. However, under the “significant reduction exception,” eight
countries that the U.S. Secretary of State determined have significantly reduced their oil imports from Iran
can temporarily continue to engage in certain activities, such as buying petroleum and petroleum products
from Iran, without risking sanctions.!! OFAC guidance also provides that non-U.S., non-Iranian persons
may continue to receive certain limited payments or repayments after the expiration of the applicable wind-
down periods.2 These allowances are intended to allow non-U.S., non-Iranian persons to be “made whole”
for debts and obligations owed or due to them for goods or services fully provided or delivered or loans or
credit extended to an Iranian party prior to the conclusion of the applicable wind-down period.

Also effective November 5, OFAC added over 700 Iran-related persons to the SDN List, meaning that non-
U.S. persons, including non-U.S. financial institutions, are now threatened with secondary sanctions for
knowingly engaging in certain significant transactions with these persons.'3 This 700 includes more than
400 persons OFAC had previously removed from the SDN List to allow non-U.S. persons to conduct
business with these persons without the risk of secondary sanctions. Among the persons added to the SDN
List on November 5 were 70 Iran-linked financial institutions and their foreign and domestic subsidiaries,
many of which OFAC determined have provided support to, or are owned or controlled by, SDNs designated
in connection with the Iranian regime’s support to international terrorism, proliferation of weapons of mass
destruction or their means of delivery, and human rights abuses, and are subject to secondary sanctions.'*

As of November 5, specialized financial messaging systems like the Society for Worldwide Interbank
Financial Telecommunication or SWIFT (the leading international financial messaging service facilitating
cross-border payments among financial institutions) are subject to secondary sanctions if they provide
services to Iranian banks triggering secondary sanctions (i.e., the Central Bank of Iran or those that are
designated in connection with their support of terrorism or the development of weapons of mass
destruction). According to Treasury Secretary Steven Mnuchin, the United States advised SWIFT that it
must disconnect those Iranian financial institutions as soon as feasible or become subject to U.S.
sanctions.”” SWIFT announced on November 5, 2018, that it would comply, specifying that it was acting
based on its commitment to “the stability and integrity of the wider global financial system.”!®

In reaction to the withdrawal of the United States from the JCPOA, the European Commission implemented
on August 7, 2018, countermeasures aimed at protecting the interests of EU companies doing business in
Iran.!” The EU Blocking Regulation, as amended, prohibits any “EU operator” (generally, any person or
entity residing or incorporated in the EU'®) from complying, whether directly or indirectly or through a
subsidiary or other intermediary person, with certain of the re-imposed U.S. secondary sanctions against
Iran; requires EU operators to notify the European Commission of any effects on their economic or financial
interests caused by the covered U.S. sanctions on Iran; provides assurance that EU courts will not enforce
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U.S. court judgments enforcing such sanctions against EU operators; and entitles EU operators to recover
damages caused by the application of the covered U.S. sanctions against Iran.

This results in potential conflict of laws between the United States and the EU that has created uncertainty
and risk for EU companies, including EU companies that are owned or controlled by U.S. companies.
Although EU operators are able to request an authorization to comply with U.S. sanctions, this procedure
has been seldom used since the EU Blocking Regulation was first established in 1996, so the standards for
approval are unclear. In addition, although EU Member States are responsible for implementing the EU
Blocking Regulation at the national level and imposing penalties, not all Member States have implemented
national legislation and enforcement has been quite limited. To date, the new Iran-related prohibitions
have not been enforced, and many global firms have opted to respect U.S. sanctions despite the legal risks
arising from the EU Blocking Regulation. In an effort to mitigate their potential EU exposure, a number of
companies have framed their decision to withdraw from Iran business in terms of broader risk
considerations that attend doing business with Iran.

On January 31, 2019, France, Germany, and the United Kingdom announced the creation of a special
purpose vehicle, the Instrument in Support of Trade Exchanges (“INSTEX”)." INSTEX will serve as a
payment channel designed to allow EU companies can conduct trade in humanitarian goods with Iran.
While such humanitarian trade is generally authorized by OFAC, creation of INSTEX demonstrates the
EU’s commitment to maintaining the JCPOA.?° If INSTEX were to broaden its scope beyond humanitarian
transaction, that could trigger U.S. sanctions.

Russia/Ukraine Sanctions. The conventional wisdom at the start of 2018 was that President Trump
would resist expansion of U.S. sanctions against Russia. Various factors, however, including pressure from
Congress and international outrage over Russia’s use of chemical weapons in the U.K., prompted the Trump
administration to take tough actions towards Russia, including by implementing certain parts of the
Countering America’s Adversaries Through Sanctions Act (“CAATSA”). The result has been new risks and
uncertainties for companies engaged in Russia-related business.

In January 2018, the Treasury Department submitted a report to Congress pursuant to Section 241 of
CAATSA on Russian oligarchs, senior political figures, and parastatal entities.?! As detailed in our prior
memorandum,?? on April 6, 2018, OFAC designated seven “oligarchs” listed in the January report, as well
as twelve companies they owned or controlled, some of which are publicly traded companies with significant
international operations.” This inclusion of wealthy businessmen and large companies with extensive
Western financial ties on the SDN List was a significant action felt throughout the global economy. At the
same time, the administration lessened the impact of the designations on U.S. persons and U.S. allies via a
series of general licenses authorizing certain wind down, maintenance, and divestment activities related to
several of the designated entities.
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On December 19, OFAC notified Congressional leaders of OFAC’s intent to terminate sanctions against
three companies designated for being owned or controlled by one of the designated oligarchs, Oleg
Deripaska: En+ Group ple, UC Rusal plc, and JSC EuroSibEnergo.”* According to OFAC, the three
companies have agreed to undertake significant restructuring and corporate governance changes to address
the circumstances that led to their designation, including reducing Deripaska’s direct and indirect
shareholding in those entities to below 50 percent; overhauling the composition of their boards of directors;
taking restrictive steps related to their corporate governance; and agreeing to ongoing auditing,
certification, and reporting requirements. OFAC has also extended the general licenses until March 7, 2019
authorizing certain transactions involving a fourth designated entity (Gaz Group) owned or controlled by
Deripaska, suggesting that OFAC is in ongoing communications with this entity regarding similar
restructuring and governance changes that could warrant delisting.’> Despite substantial bipartisan
opposition to the Administration’s actions, Congress’s efforts to pass legislation that would halt the delisting
of En+ Group ple, UC Rusal ple, and JSC EuroSibEnergo stalled in the Senate and OFAC’s delisting
proceeded on January 27, 2019.

All told, OFAC made over 140 Russia-related designations in 2018 (including the oligarch-related
designations described above), related, among other things, to attempted interference in the 2016 U.S.
election, efforts to undermine international organizations through cyber-attacks, and Russia’s ongoing
occupation of Crimea.?¢

Two of these designations marked the first time the U.S. government imposed secondary sanctions under
Section 231 of CAATSA. OFAC designated China's Equipment Development Department (“EDD”), a branch
of the Chinese military, and its director, Li Shangfu, pursuant to Section 231 of CAATSA, which mandates
the imposition of sanctions upon anyone engaging in a “significant transaction” with any entity that appears
on a list of persons associated with the Russian defense or intelligence sectors.”’ The U.S. government
determined that EDD and Mr. Li negotiated deals with Rosoboronexport, which is Russia’s main arms
export entity. This deal involved the receipt by China of 10 Sukhoi fighter aircraft and a batch of S-400
surface-to-air missile systems or related equipment from Rosoboronexport after Section 231 came into
force. Notably, the deals were signed prior to the enactment of CAATSA. EDD and Mr. Li were also added
to the State Department’s CAATSA section 231 List of Specified Persons for being a part of, or operating for
or on behalf of, the defense or intelligence sectors of the Government of the Russian Federation.?

Separately, on August 6, 2018, the U.S. State Department invoked the Chemical and Biological Weapons
Control and Warfare Elimination Act of 1991 (“CBW”) following Russia’s use of a “Novichok” nerve agent
in an attempted assassination of former Russian spy Sergei Skripal and his daughter Yulia in the United
Kingdom. The CBW determination?® triggered “initial sanctions” on August 27 that relate to the sales and
financing of arms sales, extending U.S government credit to the Russian government, and exporting
national security-sensitive goods and technology.’® The Trump administration opted to waive certain other
initial sanctions authorized by the CBW. On December 19, the Department of State added twelve
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individuals and entities to the List of Specified Persons under Section 231 of CAATSA for being part of, or
operating for or on behalf of, the defense or intelligence sector of the Russian Federation.’' The State
Department explained that the December 19 listings were made in response to Russian intelligence services’
cyber operations and “use of a military grade nerve agent to carry out an assassination attempt inside the
borders of our closest ally, a violation of Russia’s obligations under the Chemical Weapons Convention.”

North Korea. North Korea remained a focus for both the Trump administration and Congress in 2018.
While the United States continued to increase sanctions against North Korea, adding 123 individuals and
entities to the SDN List—including designations targeting the country’s shipping and trading companies
and vessels, arms, oil, and luxury goods trade, money laundering in support of North Korea, and
designations in response to cyber-attacks, human rights abuses, and censorship—the Trump administration
also took historic steps to engage with the North Korean regime. Specifically, in the first ever meeting
between leaders of the United States and North Korea, President Trump and North Korean Supreme Leader
Kim Jong-un met in Singapore on June 12, 2018, and signed a document establishing, in broad terms, that
the United States will normalize relations with North Korea in exchange for the denuclearization of the
Korean Peninsula. The document does not specify a process for implementation of these terms, and while
the Trump administration has maintained that North Korea must denuclearize before sanctions will be
lifted, North Korea has asserted that the denuclearization process must be linked to a gradual removal of
U.S. sanctions. Accordingly, the impact of this meeting remains unclear, and the Trump administration
“continue[d] to push for maximum pressure on nefarious actors” by imposing new sanctions against North
Korea in the second half of 2018.%*

The sophistication of the North Korean regime in using front companies poses unique compliance
challenges. Among other things, the Trump administration has emphasized the need for banks (and
especially Chinese banks) to bolster their efforts at identifying and shutting down North Korea-related
activity. Treasury Assistant Secretary for Terrorist Financing Marshall Billingslea testified twice before
Congress in September 2018, during which he was questioned about why the United States has only
sanctioned small Chinese banks (such as the Bank of Dandong and Banco Delta Asia) for conducting
business with North Korea, but has not been tougher on large institutions. Assistant Secretary Billingslea
responded that “no bank is too big for us to sanction if we determine it is in our national security interest
to do so...we are working with a number of the very large banks to ensure that they are aware of and taking
action against accounts that we believe are associated with North Korean front companies.”**

Additionally, OFAC and other agencies issued detailed guidance to the private sector on certain sanctions
and other risks posed by North Korea:

North Korean Deceptive Shipping Practices. OFAC, the U.S. Department of State, and the U.S. Coast
Guard, issued an advisory on February 23, 2018, regarding the deceptive shipping practices used by
North Korea to evade sanctions. The advisory lists examples of the type of tactics used by North Korea
to obfuscate the identity of the vessels, the goods being shipped, and the origin or destination of cargo,
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such as: physically altering vessel identification; ship-to-ship transfers; falsifying cargo and vessel
documents; disabling automatic identification systems (“AIS“), and manipulating data being
transmitted by AIS.** The advisory stresses the significant sanctions risk for parties involved in the
shipping industry. It recommends measures such as monitoring for AIS manipulation, conducting
appropriate due diligence prior to engaging in ship-to-ship transfers, reviewing all applicable shipping
documentation, ensuring clear communication with international partners, and leveraging all available
resources for due diligence.

Supply Chain Links to North Korea. OFAC, the Department of State, and the Department of Homeland
Security’s (DHS) Customs and Border Protection (CBP) and Immigration and Customs Enforcement
(ICE), issued a joint advisory on July 23, 2018, highlighting risks for businesses with supply chain links
to North Korea.’* The advisory describes the agencies’ expectation that businesses be aware of the
deceptive practices employed by North Korea in order to implement effective due diligence policies,
procedures, and internal controls to ensure compliance with applicable legal requirements across their
entire supply chains. The advisory identifies two primary areas of risk: (1) inadvertent sourcing of
goods, services, or technology from North Korea; and (2) the presence of North Korea citizens or
nationals in companies’ supply chains, whose labor generates revenue for the North Korean
government. The agencies identify indicia of North Korean labor (including sectors and high-risk
jurisdictions) and provide a list of joint ventures known to be operating in or to have previously
operated in North Korea. Companies may consider adding these joint ventures to their screening
programs.

Venezuela. In response to ongoing human rights abuses and corruption in Venezuela, President Trump
issued a series of executive orders in 2018 and early 2019 that have significantly increased sanctions
pressure on the Venezuelan government, including the imposition of restrictions on transactions related to
Venezuelan cryptocurrencies and on efforts by the Venezuelan government to raise money by selling or
otherwise transferring assets.

On March 19, 2018, after the Maduro regime launched a cryptocurrency known as the “petro” in an effort
to circumvent sanctions, President Trump issued E.O. 13827, which prohibits U.S.-nexus transactions in
any Venezuelan “digital currency, digital coin, or digital token.”’

On May 21, 2018, in response to the reelection of Venezuelan President Maduro, President Trump issued
E.O. 13835, which prohibits transactions with a U.S. nexus related to dealings in: (1) the purchase of any
debt owed to the Venezuelan Government, including accounts receivable; (2) any debt owed to the
Venezuelan Government that is pledged as collateral after May 21, 2018, including accounts receivable; and
(3) the sale, transfer, assignment, or pledging of collateral by the Venezuelan Government of any equity
interest in which the Venezuelan Government has a 50 percent or greater ownership interest.® Notably,
OFAC did not issue a general license that exempts transactions relating to U.S.-based CITGO Holding, Inc.
(“Citgo”) and its subsidiaries from the prohibitions of E.O. 13835. On July 19, 2018, OFAC issued General
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License 5 to authorize U.S. persons to engage in all transactions related to dealings in the Petréleos de
Venezuela S.A. (“PDVSA”) 2020 8.5 Percent Bond that would otherwise be prohibited by E.O. 13835
(including efforts to exercise security interests associated with this debt), but it has not issued a similar
authorization for other bonds.?*

The Trump administration made 25 Venezuela-related designations in 2018, including a number of high-
ranking current and former government and military officials, members of Maduro’s inner circle (such as
his wife Celia Flores and Executive Vice President Delcy Rodriguez), and affiliates of the aforementioned
individuals.** Given the large number of government official designations, OFAC issued guidance stating
that, while the “designation of an official of the Government of Venezuela does not mean that the
government itself is also blocked . . . U.S. persons should be cautious in dealings with the government to
ensure that they are not engaged in transactions or dealings, directly or indirectly, with an SDN.”!

On November 1, 2018, President Trump issued E.O. 13850, authorizing sanctions against any person
determined by the Treasury Secretary and Secretary of State to operate in the Venezuelan gold sector, or
other sectors of the Venezuelan economy, and to be responsible or complicit in transactions involving

42 In a speech discussing the new sanctions, National

deceptive practices or corruption in Venezuela.
Security Advisor John Bolton stated: “The new sanctions will target networks operating within corrupt

Venezuelan economic sectors and deny them access to stolen wealth.”*

On January 23, 2019, the United States recognized Maduro opposition leader and Venezuelan National
Assembly President Juan Guaido) as the Interim President of Venezuela.** Less than a week later the Trump
administration determined that persons operating in Venezuela’s oil sector are subject to sanctions
pursuant to E.O. 13850 and designated PDVSA for operating in the oil sector of the Venezuelan economy.*
OFAC issued nine general licenses in connection with this action, including certain authorizations for
transactions with U.S.-based PDV Holding Inc. and Citgo, and certain maintenance and wind down
activities with PDVSA.* Treasury Secretary Mnuchin stated that this designation will help prevent further
diverting of Venezuela’s assets by Maduro and preserve these assets for the people of Venezuela. The path
to sanctions relief for PDVSA is through the expeditious transfer of control to the Interim President or a
subsequent, democratically elected government.” The same day, President Trump issued a second
executive order revising the definition of “Government of Venezuela” in all prior Venezuela sanctions-
related executive orders to include “the Central Bank of Venezuela and [PDVSA], any person owned or
controlled, directly or indirectly, by the foregoing, and any person who has acted or purported to act directly
or indirectly for or on behalf of, any of the foregoing, including as a member of the Maduro regime."*

Global Magnitsky Sanctions. On December 20, 2017, President Trump issued an executive order
implementing the Global Magnitsky Human Rights Accountability Act, which authorized the imposition of
sanctions against human rights abusers and those who facilitate government corruption anywhere in the
world, as well as persons who materially assist or support such activities.* Between December 2017 and
December 2018, OFAC designated 101 individuals and entities from over twenty countries pursuant to this
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new sanctions program, a number of whom have been connected to DOJ and SEC Foreign Corrupt Practices
Act enforcement actions, and including a number of high profile individuals and wealthy business persons.®

The Global Magnitsky program allows for the sanctioning of individuals and entities without the wholesale
targeting of a particular regime. For example, the U.S. government has designated seventeen individuals
for serious human rights abuse relating to their roles in the killing of American journalist Jamal Khashoggi
at the Consulate of Saudi Arabia in Istanbul, while largely retaining friendly relations with Saudi Arabia.

Given the broad designation criteria and global reach of the Global Magnitsky sanctions program,
companies conducting international business would be well served to recalibrate their due diligence
practices regarding counterparties and business partners to account for human rights abuses and
corruption.

OFAC Enforcement Actions

OFAC’s 2018 enforcement actions highlight the agency’s broad jurisdictional reach as well as its continued
focus on non-financial companies. OFAC also continued to make use of Findings of Violation — public
enforcement actions that involve no assessment of a monetary penalty. We outline some of the more
significant aspects of these enforcement actions below.

Société Générale S.A. On November 19, 2018, OFAC settled 1,077 apparent’! violations of Cuba, Iran,
and Sudan sanctions with Société Générale (“SocGen”) for over $53 million dollars.’> This was part of a
broader $1.3 billion resolution with DOJ, the Federal Reserve, and the DFS. According to the settlement
agreement, for a period of at least five years up to and including 2012, SocGen processed transactions
through the United States that involved sanctioned countries or persons in a manner that “removed,
omitted, obscured, or otherwise failed to include references to OFAC-sanctioned parties in the information
sent to the U.S. financial institutions that were involved in the transactions.” OFAC characterized the
apparent violations as egregious. Notably, OFAC did not follow its historic practice of deeming its penalty
satisfied by payments to other agencies. OFAC’s settlement with SocGen also includes a representation that
SocGen has terminated the violative conduct and “has established, and agrees to maintain, policies and
procedures that prohibit, and are designed to minimize the risk of the recurrence of similar conduct in the
future.” Additional information regarding the other agencies’ actions against SocGen is provided below.

Cobham Holdings, Inc. As discussed in our prior memorandum,53 on November 27, 2018, Cobham
Holdings, Inc. (“Cobham”), a U.S.-based technology company in the aviation, electronics, communications,
and defense sectors, on behalf of its former subsidiary, Aeroflex/Metelics, Inc. (“Metelics”™), settled with
OFAC apparent violations of Russia/Ukraine sanctions for nearly $90,000.>* According to OFAC, Metelics
made three shipments of goods through distributors in Canada and Russia to an entity that did not appear
on the SDN List, but was blocked under OFAC’s “50 percent rule” because it was 51% owned by a Russian
SDN. This is the second OFAC action of which we are aware that has relied on the 50 percent rule. The
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apparent violations appear to have been caused by Metelics’s (and Cobham’s) reliance on deficient third-
party screening software, which used “all word” match criteria and failed to return any matches or warnings
for the entity on the SDN List, despite the fact the names of the blocked party and its subsidiary, whose
name was run through the program, both contained several of the same uncommon words, and Cobham
had selected “fuzzy” search criteria to detect partial matches. While difficult to predict, OFAC’s decision to
pursue this action in these circumstances—involving only three shipments, a violation of the 50 percent
rule, and deficient third-party screening software—may signal a raising of OFAC’s compliance expectations.
Also, as an indication of OFAC’s new approach, OFAC gave more detail than normal about the remedial
measures taken by Cobham, which included acquiring and implementing a new tool capable of identifying
persons known to be owned by parties on the SDN List; implementing a process of enhanced due diligence
for transactions that are high risk from an OFAC perspective; and circulating a “lesson learned bulletin” to
all U.S.-based international trade compliance personnel.>

Yantai Jereh Oilfield Services Group Co. On December 12, 2018, Chinese entity Yantai Jereh Oilfield
Services Group Co. and its worldwide affiliates (the “Jereh Group”) agreed to pay OFAC $2,774,972 to settle
apparent violations of Iran sanctions.® According to OFAC, between October 2014 and March 2016, the
Jereh Group exported or reexported on at least eleven occasions U.S.-origin goods, including oilfield
equipment, to Iran through China with knowledge that such transactions violated U.S. law. The Jereh
Group concurrently settled related export control violations with the Department of Commerce’s Bureau of
Industry and Security (“BIS”) for $600,000; the BIS settlement also imposes and suspends a five year
denial period on U.S. exports. OFAC determined the apparent violations were egregious and noted that the
Jereh Group did not cease its violative behavior until the Commerce Department added several Jereh Group
companies and related individuals to its entity list in March 2016. OFAC also highlighted the remedial
actions taken by the Jereh Group, including the retention of a qualified third party to perform an internal
review of the company and develop and implement a trade and sanctions compliance program, hiring of a
U.S. trained chief legal officer and other persons with experience working at global companies with a
commitment to compliance, and requiring its suppliers to make compliance certifications with respect to
U.S. laws. These remedial actions, among other compliance commitments, are included as conditions in
the settlement agreement. In another deviation from its historic practice, OFAC did not credit the Jereh
Group’s payments to BIS.

Zoltek Companies, Inc. On December 20, 2018, Zoltek Companies, Inc. (“Zoltek”), a U.S. holding
company and owner of U.S.-based Zoltek Corporation (“Zoltek U.S.”) settled with OFAC 26 apparent
violations of Belarus sanctions for $7,772,102.57 According to OFAC, Zoltek U.S. approved 26 purchases of
acrylonitrile, a chemical used in the production of carbon fiber, between a Hungarian Zoltek subsidiary and
a Belarusian designated entity. OFAC determined that some of these violations were egregious and noted
that the Hungarian subsidiary’s purchase decisions were reviewed and approved by senior level executives
of the U.S. subsidiary, including the Chief Executive Office and other senior managers. OFAC noted that
Zoltek U.S.’s Chief Operations Officer was questioned as to the impact of sanctions on the transactions at
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issue, and multiple U.S. management personnel engaged in discussions regarding sanctions against the
Belarusian entity; nonetheless, the U.S. subsidiary continued to review and approve the Hungarian
subsidiary’s transactions with the sanctioned entity. In its web notice, OFAC stated that this action
highlights the need for U.S. companies to avoid facilitating transactions or activities of their non-U.S.
affiliates with U.S.-sanctioned countries and persons. As part of the settlement agreement, Zoltek
represented that it has terminated the violative conduct and implemented certain compliance commitments
designed to minimize the risk of recurrence.

Epsilon Electronics, Inc. On September 13, 2018, U.S.-based Epsilon Electronics, Inc. (“Epsilon”)
agreed to pay $1,500,000 to settle liability arising from alleged violations of Iran sanctions, resolving a
prior penalty notice for $4,073,000 and subsequent litigation.*® The U.S. Court of Appeals for the District
of Columbia concluded that a U.S. exporter may be found liable if it ships goods to a third country with
reason to know that those goods are specifically intended for re-export to Iran, even if the goods never arrive
in Iran or if OFAC is unable to prove that the goods were re-exported to Iran.* “Reason to know” can be
established “through a variety of circumstantial evidence,” including “course of dealing, general knowledge
of the industry or customer preferences, working relationships between the parties, or other criteria far too
numerous to enumerate.”® OFAC determined, based largely on the website of the Dubai-based entity to
which Epsilon distributed, that during the majority of the time period at issue, Epsilon knew or had reason
to know that the Dubai-based entity sent most, if not all, of its products to Iran.®! For the final five
transactions, which occurred after the Dubai-based entity broadened its distribution area (which
transactions OFAC had previously determined to be egregious violations), the Court of Appeals found that
the evidence did not meet the “reason to know” standard and remanded the case to the D.C. District Court
with instructions to remand to OFAC for recalculation of its penalty. The settlement reflects the outcome
of the court challenge: OFAC reversed its initial determination that the five final transactions were
egregious and provided greater mitigation credit.

JPMorgan Chase Bank, N.A. and JPMorgan Chase & Co. On October 5, 2018, JPMorgan Chase
Bank N.A. (“JPMC”) agreed to pay OFAC $5,263,171 to settle apparent violations of Cuba, Iran, and
Weapons of Mass Destruction sanctions.?> JPMC, a U.S. person, operated a net settlement mechanism—
that resolved billings among various participants in the airline industry—on behalf of a U.S.-entity client
and the client’s members, and a non-U.S. entity and its members. According to OFAC, between January
2008 and February 2012, JPMC processed 87 transactions through the net settlement mechanism that may
have contained interests attributable to a U.S. sanctioned party. OFAC determined that each such
transaction represented a net settlement payment between JPMC'’s client and the non-U.S. person entity,
whose members included eight airlines that were at various times on the SDN List, otherwise blocked
pursuant to OFAC sanctions, or located in OFAC sanctioned countries. OFAC also determined that JPMC
did not appear to have a process in place to evaluate the OFAC sanctions risk of the members of the non-
U.S. entity participating in the net settlement mechanism but did, on two occasions, receive express
notifications from its client regarding OFAC sanctioned entities participating in the settlement mechanism.
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On the same day, OFAC issued a Finding of Violation to JPMorgan Chase & Co. (“JPMCC”) for violations
of Foreign Narcotics Kingpin and Syria sanctions.® According to OFAC, between August 2011 and April
2014, JPMCC processed 85 transactions and maintained eight accounts on behalf of six customers who
were on the SDN list. From 2007 to October 2013, JPMCC employed a vendor screening system that failed
to identify these individuals as SDNs despite strong similarities between the accountholder’s names,
addresses, and dates of birth in JPMCC account documentation and on the SDN list, because the system’s
screening logic capabilities failed to identify customer names with hyphens, initials, or additional middle
or last names as potential matches to similar or identical names on the SDN List. OFAC found that JPMCC
identified weaknesses in the system as early as 2010 and implemented a series of improvements between
2010 and 2012. In 2013, JPMCC transitioned to a new screening system and rescreened the records of 188
million clients. The new system identified the 85 transactions and eight accounts and JPMCC reported the
same to OFAC. OFAC stressed the “importance of financial institutions remediating known compliance
program deficiencies in an expedient manner, and when that is not possible, the importance of
implementing compensating controls to mitigate risk until a comprehensive solution can be deployed.”
OFAC listed as mitigating factors the fact that this was JPMCC’s first violation and JPMCC’s cooperation
with OFAC.

e.l.f. Cosmetics, Inc. As discussed in our prior memorandum,* on January 31, 2019, California-based
e.l.f. Cosmetics, Inc. (“ELF”) agreed to pay OFAC $996,080 to settle apparent violations of North Korea
sanctions.® According to OFAC, between April 1, 2012 and January 28, 2017, ELF imported 156 shipments
of false eyelash kits from two China-based suppliers that contained materials sourced by those suppliers
from North Korea. The apparent violations appear to have resulted from ELF’s “either non-existent or
inadequate” OFAC compliance program.®® OFAC did not note any specific red flags or other information
that suggested that ELF’s Chinese suppliers were incorporating North Korean materials. As a result, this
action is a reminder of OFAC’s willingness to apply a strict liability standard in certain circumstances. As
OFAC explained, and consistent with the above described advisory regarding risks associated with North
Korea supply chain links,*’ this action highlights the risks for companies that do not conduct “full-spectrum
supply chain due diligence” when sourcing products from overseas, “particularly in a region in which [North
Korea] as well as other comprehensively sanctioned countries or regions, is known to export goods.”%

Treasury’s Financial Crimes Enforcement Network

FinCEN issued $200 million in penalties in 2018 (compared to $323 million in 2017 and $20 million in
2016) and its final rule on customer due diligence and beneficial ownership (“CDD Rule”) went into effect.
The agency was also active in issuing guidance on Iran’s attempts to exploit the U.S. financial system, FATF
findings, and human rights abuses by political figures.
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FinCEN Rules and Guidance

Customer Due Diligence Rule, FAQs, and Exceptive Relief. On May 11, 2018, FinCEN’s CDD Rule
became effective, following a two-year transition period. The rule codifies new and existing customer due
diligence requirements under the BSA for covered financial institutions, namely, banks, broker-dealers,
mutual funds, and futures commission merchants and introducing brokers in commodities.®® On April 3,
2018, FinCEN issued 37 frequently asked questions about the rule covering a variety of topics, including
the categories of customers excluded from the beneficial ownership requirement.7e FinCEN has also issued
exceptive relief regarding application of the rule to the following: the rollover of certificates of deposits; the
renewal, modification, or extension of loans, commercial lines of credit, and credit card accounts, where
the renewal, modification, or extension does not require underwriting review and approval; and the renewal
of safe deposit box rentals.”!

Advisory on Iran’s Attempts to Exploit the U.S. Financial System. On October 11, 2018, FinCEN
published a detailed advisory on the “Iranian Regime’s Illicit and Malignant Activities and Attempts to
Exploit the Financial System.””> The advisory is intended to assist financial institutions (particularly banks;
money services businesses, including virtual currency administrators and exchangers; and dealers in
precious metals, stones, and jewels) in better detection and reporting of potentially illicit Iran-related
activity. The advisory notes that Iran may increase its efforts surreptitiously to access the international and
U.S. financial systems given the increased pressure it will experience in light of the United States’
withdrawal from the JCPOA. FinCEN observed that the advisory will also help non-U.S. financial
institutions better understand the obligations of their U.S. correspondents, avoid exposure to U.S.
sanctions, and address broader AML concerns that Iran poses to the international financial system.

The advisory describes, citing illustrative OFAC designations of Iranian parties, various techniques used by
Iran to evade sanctions and access the international financial system. These are: Central Bank of Iran
officials’ use of regional banks to fund Iran Guard Corps-Qods Force (IRGC-QF) and Lebanese Hizballah;
the misuse of exchange houses; procurement networks that utilize front or shell companies to acquire
technology and other goods (relating, for example, to currency counterfeiting, dual-use equipment, and
aviation); suspicious funds transfers; the use of precious metals, including gold; and the limited but
potentially growing use of virtual currency. The advisory then describes 21 “red flags” relating to these
techniques. Among other things, the advisory recommends that: (1) financial institutions continue to
implement robust and multi-tiered levels of screening and review for transactions originating from or
otherwise involving jurisdictions in close proximity to Iran; and (2) financial institutions engaged in cross-
border wire activity be aware of transactions involving jurisdictions with strong geographical and economic
ties to Iran. FinCEN notes that implementation of these practices generally results in significant oversight
of correspondent bank accounts that may involve Iranian interests.

Advisory on Financial Action Task Force Findings. On October 19, 2018, FATF updated its list of
jurisdictions with strategic AML/CFT deficiencies. To help U.S. financial institutions adjust their risk-
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based approaches in accordance with FATF’s guidance, FinCEN issued an advisory on October 31, 2018.73
The advisory notes that both North Korea and Iran are included in FATF’s “Public Statement,” which
identifies jurisdictions with such serious strategic deficiencies that FATF calls on its members and non-
members to apply counter-measures and enhanced due diligence.”# The advisory also notes that FATF has
updated its “Improving Global AML/CFT Compliance: On-going process” list, which identifies jurisdictions
with strategic weaknesses in their AML/CFT measures that have provided high-level commitments to
carrying out action plans developed with FATF.7s The Bahamas, Botswana, and Ghana were added to the
list “due to the lack of effective implementation of their framework.”7¢

Taking into consideration these updates to FATF’s lists, the advisory reiterates previous guidance calling
for countermeasures against North Korea to protect the international financial system from money
laundering and terrorist financing risk and enhanced due diligence on transactions with a nexus to Iran,
with a particular focus on terrorist financing risk. Further, with respect to the three jurisdictions newly
added to the “Improving Global AML/CFT Compliance: On-going process” list, the advisory calls for
appropriate risk-based due diligence programs (and, where necessary, enhanced policies) reasonably
designed to detect and report suspected money laundering involving U.S. correspondent bank accounts.””

Advisory on Human Rights Abuses by Corrupt Foreign Political Figures. On June 12, 2018,
FinCEN issued an advisory regarding human rights abuses enabled by corrupt senior non-U.S. political
figures and their financial facilitators.”® The advisory highlights the connection between corrupt senior
non-U.S. political figures and the enabling of human rights abuses by describing a number of typologies
used to access the U.S. financial system and obscure and further illicit activity, including misappropriation
of state assets, use of shell companies, and corruption in the real estate sector. Appendix 1 to the advisory
includes several case studies that highlight these typologies. The advisory also discusses several red flags
to assist financial institutions in identifying the methods used by corrupt senior non-U.S. political figures,
Politically Exposed Persons (“PEPs”), and their facilitators and reminded financial institutions that no
single red flag necessarily indicates suspicious activity. The red flags include the use of third parties or
corporate vehicles when used to shield the identity of a PEP; a PEP or facilitator repeatedly moving funds
to or from countries where they do not appear to have ties; and a PEP or facilitator having substantial
control over, or access to, state funds and resources.”

Joint Statement on Innovative Efforts to Combat Money Laundering and Terrorist
Financing. As a result of a working group established by the U.S. Department of the Treasury’s Office of
Terrorism and Financial Intelligence and the federal bank regulators, FinCEN, the Federal Reserve, the
Office of the Comptroller of the Currency (“OCC”), the Federal Deposit Insurance Corporation (“FDIC”),
and the National Credit Union Administration (“NCUA”), issued a joint statement on December 3, 2018, to
encourage banks to “consider, evaluate, and, where appropriate, responsibly implement innovative
approaches to meet their BSA/AML compliance obligations, in order to further strengthen the financial
system against illicit financial activity.”8 The joint statement notes that FinCEN will consider requests for
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exceptive relief to facilitate the testing and potential use of new technologies and other innovations,
provided that banks maintain the overall effectiveness of their BSA/AML compliance programs. It also
stresses that “when banks test or implement artificial intelligence-based transaction monitoring systems
and identify suspicious activity that would not otherwise have been identified under existing processes, [the
agencies] will not automatically assume that the banks’ existing processes are deficient.”®! FinCEN is also
launching an innovation initiative, and intends to engage in outreach efforts that include dedicated times
for financial institutions, technology providers, and other firms involved in financial services innovations
to discuss the implications of their products and services and their future applications or next steps.
Similarly, each of the other agencies has, or will establish, projects or offices that will work to support the
implementation of responsible innovation and new technology in the financial system.

Interagency Statement on Sharing Bank Secrecy Act Resources. On October 3, 2018, FinCEN,
the Federal Reserve, the OCC, the FDIC, and the NCUA published a statement identifying the circumstances
under which banks may enter into collaborative arrangements to share resources to manage their BSA/AML
obligations more efficiently and effectively, noting that such arrangements are “most appropriate” where a
bank has “a community focus, less complex operations, and lower-risk profiles for money laundering or
terrorist financing.”® The statement advises banks to approach the establishment of collaborative
arrangements with due diligence and thorough consideration of the risks and benefits.

FinCEN Enforcement Actions

U.S. Bancorp. As described in additional detail below, on February 15, 2018, FinCEN,83 DOJ,84 the OCC,85
and the Federal Reserve86 announced $613 million in penalties against U.S. Bancorp and its subsidiary,
U.S. Bank N.A. (the “Bank”), for willful violations of the BSA. For its part, FinCEN assessed a $185 million
civil money penalty. This penalty was satisfied by a $70 million payment, with the remainder satisfied by
payments required by DOJ.

UBS Financial Services, Inc. On December 17, 2018, FinCEN, the SEC, and FINRA announced the
imposition of a total of $15 million in fines against UBS Financial Services, Inc. (“UBS”).¥ FinCEN
determined that UBS failed to implement an appropriate, risk-based AML program that adequately
addressed the risks associated with the use of securities accounts for banking-like services, such as the
movement of funds, rather than trading securities. FinCEN determined that UBS failed to implement
appropriate policies and procedures to ensure the detection and reporting of suspicious activity through
all accounts—particularly those accounts that exhibited little to no securities trading. FinCEN also found
that UBS failed to provide sufficient resources to ensure day-to-day AML compliance, resulting in
inadequate staffing that led to a significant backlog of alerts and decreased ability to timely file suspicious
activity reports (“SARs”).
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Department of Justice

Last year, DOJ had four significant corporate resolutions, and several individual prosecutions, involving
sanctions and AML criminal violations. Notably, two of those actions, against Rabobank and U.S. Bancorp
and U.S. Bank N.A,, involved alleged efforts by those banks to conceal information from their primary
regulator, the OCC. As Acting Assistant Attorney General John P. Cronan explained, Rabobank’s guilty plea
“is a warning to financial institutions that there are significant consequences for banks that engage in
obstructive conduct in an effort to hide their anti-money laundering program failures.”

New Policies on Corporate Criminal Prosecutions. As discussed in prior memoranda, DOJ
announced several policies relating to corporate criminal prosecutions, including a new policy to coordinate
the imposition of corporate penalties to avoid “piling on;” changes to DOJ’s existing policies for granting
companies credit for cooperating with criminal investigations; and new guidance for prosecutors in
determining whether to impose independent compliance monitors.38

DOJ’s new policy to coordinate the imposition of corporate penalties in cases where more than one
regulator or law enforcement authority is investigating the same conduct is of particular interest to
companies that may face simultaneous sanctions and/or AML investigations by multiple government
agencies. In a speech announcing the new policy, then-Deputy Attorney General Rod Rosenstein referred
to the “piling on” of fines and penalties by multiple regulators and law enforcement agencies “in relation to
investigations of the same misconduct.”® He noted that the “aim” of the new policy “is to enhance
relationships with our law enforcement partners in the United States and abroad, while avoiding unfair
duplicative penalties.” Specifically, the new policy requires DOJ attorneys to “coordinate with one another
to avoid the unnecessary imposition of duplicative fines, penalties, and/or forfeiture against [a] company,”
and further instructs DOJ personnel to “endeavor, as appropriate, to . . . consider the amount of fines,
penalties and/or forfeiture paid to other federal, state, local, or foreign enforcement authorities that are
seeking to resolve a case with a company for the same misconduct.”® DOJ appears to have resolved the
Rabobank, U.S. Bancorp, and SocGen investigations under this new policy, but DOJ did not detail how the
policy impacted the resolutions.’’ As noted above, OFAC appears to have departed from its well-established
policy of crediting payments made to other agencies for the same conduct, although it has not made an
announcement to that effect. If OFAC is in fact changing its policy, this may be in tension with the goals
behind DOJ’s new policy.

Rabobank, N.A. As described in our prior memorandum,” on February 7, 2018, DOJ* and the OCC
announced the imposition of $368.7 million in penalties on Rabobank, N.A., (“Rabobank”), the California-
based subsidiary of the Dutch financial services company. In addition to agreeing to a substantial forfeiture
and civil money penalty, Rabobank pled guilty to one count of conspiracy to obstruct the OCC’s attempts to
identify deficiencies in Rabobank’s BSA/AML compliance program. Although Rabobank had become aware
of activity at branches along the U.S.-Mexico border that was indicative of money laundering, narcotics
trafficking, and organized crime, Rabobank implemented policies and procedures that “precluded and
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suppressed” the investigation and reporting of this activity. These policies included a so-called “Verified
List” of customers deemed per se non-suspicious, even when a customer’s transaction activity deviated from
previous levels, and a policy that certain evidently structured transactions under $10,000 were non-
suspicious, because the accountholders claimed they wanted to minimize the necessary paperwork when
crossing the U.S.-Mexico border with cash. The bank also failed to allocate sufficient staff to investigate
suspicious activity (for example, at certain times, Rabobank devoted only three employees to investigate
more than 2,300 alerts per month); failed to file continuing activity SARs; and failed to keep up with
enhanced due diligence reviews of customers, transactions, and accounts.®* Rabobank compounded these
issues by allegedly marginalizing the executive responsible for managing the BSA/AML program.

The bank’s guilty plea was based on its concealment of BSA/AML failures from the OCC. In the same period
in which the compliance executive was sidelined, the OCC requested that Rabobank turn over reports
drafted by consultants retained to evaluate the bank’s BSA/AML program—reports which were highly
critical of the program. According to the Statement of Facts, Rabobank’s management withheld those
reports from the OCC for nearly a month and made a number of false or misleading statements to the OCC,
including that (1) the consultant had not produced an assessment when, in fact, it had done so, and that (2)
the consultant had given a presentation to management, but had not left any documents behind when, in
fact, the report authored by the consultant was in Rabobank’s possession. Notably, although Rabobank was
not charged with a criminal violation of the BSA, the $368,701,259 forfeiture amount appears predicated
on the amount of “suspicious transactions that were either unreported or reported untimely.”™*

U.S. Bancorp and U.S. Bank N.A. As described in our prior memorandum,% on February 15, 2018,
DOJ,”” FinCEN,”® the OCC,” and the Federal Reserve!® announced $613 million in penalties against U.S.
Bancorp and its subsidiary, U.S. Bank N.A., for willful violations of the BSA. Among other deficiencies cited
by the government, U.S. Bank (1) failed to devote sufficient resources to its BSA/AML compliance program;
(2) artificially capped the number of alerts generated by its transaction monitoring system based on staffing
levels and resources, and made efforts to avoid disclosing this practice to the OCC, its primary regulator;
(3) failed to conduct any transaction monitoring of non-customer Western Union transactions at its
branches; (4) failed to file SARs as a result of deficient customer due diligence, transaction monitoring, and
investigation procedures; and (5) failed to timely report suspicious banking activities of a significant
customer, Scott Tucker, who used U.S. Bank to launder more than $2 billion of proceeds from an illegal
payday lending scheme. According to the U.S. Attorney for the Southern District of New York, the Bank
operated its BSA/AML compliance program “on the cheap” and “concealed its wrongful approach from the
OCC” resulting in a failure to identify and report on “large numbers” of suspicious transactions.

DOJ’s $528 million penalty was imposed pursuant to a deferred prosecution agreement (“DPA”) and was
collected through U.S. Bancorp’s payment of a $453 million civil forfeiture to DOJ, with the remaining $75
million satisfied by the payment of a civil money penalty assessed by the OCC. FinCEN and the Federal
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Reserve assessed $185 million and $15 million penalties, respectively, with $115 million of FinCEN’s penalty
deemed satisfied by DOJ forfeiture.

MoneyGram International Inc. On November 8, 2018, Moneygram International Inc. (“Moneygram”)
agreed to extend an existing DPA and forfeit $125 million dollars as a result of weaknesses in its anti-fraud
and AML compliance programs.®? Moneygram initially entered into the DPA on November 9, 2012, in
connection with charges of willfully failing to maintain an effective AML program and aiding and abetting
wire fraud; the DPA was set to end in November 2017.1°2 On November 8, 2018, Moneygram agreed that it
was not in compliance with the terms of that DPA and agreed to extend the DPA through May 2021.
Specifically, Moneygram admitted that, in April 2015, it implemented a new fraud interdiction system that
“ultimately proved to be ineffective.” As a result, between April 2015 and October 2016 (when a new
consumer fraud interdiction system was implemented), Moneygram processed at least $125 million in
transactions associated with consumers it had previously identified as having received fraudulent
transactions. In connection with the extended DPA, Moneygram agreed, among other things, to (1) develop
and implement enhanced due diligence on high-risk agents; (2) ensure that all money transfers originating
in the United States will be monitored by Moneygram’s anti-fraud program; (3) develop and implement a
risk-based program to test and verify the accuracy of information in its transaction database; and (4)
provide monthly reports to DOJ noting, among other things, Moneygram agents who are terminated or are
suspected of AML-related or other compliance violations and data about high-risk transactions.

Société Générale S.A. As described above, DOJ entered into a DPA with SocGen on November 19, 2018,
as part of a multi-agency resolution.'® Under the DPA, SocGen agreed to forfeit $717.2 million and
stipulated to the accuracy of an extensive statement of facts, and the government agreed to defer
prosecution for a period of three years assuming the bank’s compliance with the agreement. The U.S.
Attorney for the Southern District of New York alleged that, from 2003 through 2010, SocGen willfully
engaged in 3,100 sanctions violations totaling $15 billion dollars mainly by processing transactions
involving Cuban credit facilities through the U.S. financial system. It further alleged that, as a general
practice, SocGen would omit references to Cuba from the related SWIFT messages. U.S. financial
regulators began investigating SocGen after other U.S. financial institutions blocked two SocGen
transactions in 2012, and SocGen voluntarily disclosed some transactions, separate and apart from the
Cuban credit transactions, in February 2013. The DPA further states that SocGen did not disclose the Cuban
credit transactions at either time and continued not to disclose them during ongoing discussions with U.S.
regulators and that it was only after SocGen performed a detailed forensic analysis, in October 2014, that
SocGen disclosed these transactions. The U.S. Attorney’s Office’s press release stated that SocGen’s
enhancement of its sanctions compliance program, its thorough internal investigation, and its production
of voluminous evidence located in other countries weighed in favor of a DPA and “outweighed in this
particular case [SocGen’s] failure to self-report all of its [sanctions violations] in a timely manner.”!%*
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Central States Capital Markets, LLC. On December 19, 2018, DOJ brought the first ever criminal BSA
charge against a broker-dealer, which was resolved in a DPA that imposed a forfeiture of $400,000. The
U.S. Attorney for the Southern District of New York charged Central States Capital Markets, LLC (“CSCM”)
with one felony violation of the BSA, based on CSCM’s willful failure to file a SAR regarding the illegal
activities of its customer.'” The customer, Scott Tucker (who, as noted above, also allegedly used U.S. Bank
in furtherance of his illegal activities), was convicted in October 2017 of racketeering, wire fraud, and money
laundering for his role in perpetrating a multibillion dollar payday lending scheme that started as far back
as the late 1990s.'% CSCM ignored numerous red flags concerning the customer, including a prior fraud
conviction, news reports from 2011 alleging that the customer was running a payday lending scheme, and
a Federal Trade Commission investigation. Furthermore, CSCM received 103 alerts from its AML software,
but never checked them. Finally, despite producing documents in connection with the U.S. Attorney’s
Office’s criminal investigation, CSCM did not file a SAR until well after the customer was convicted. In its
press release, the U.S. Attorney’s Office stated that this charge “makes clear that all actors governed by the
Bank Secrecy Act—not only banks—must uphold their obligations.”'”” The SEC brought a parallel cease-
and-desist proceeding against CSCM.!'%

Huawei Technologies Co., Ltd. On January 28, 2019, a 13-count indictment was unsealed in the U.S.
District Court for the Eastern District of New York against Huawei Technologies Co., Ltd. (“Huawei”), U.S.-
based Huawei Device USA Inc., Skycom Tech Co. Ltd. (“Skycom”), and Wazhou Meng (“Meng”).!” Meng,
Huawei’s Chief Financial Officer, is currently under house arrest in Canada and subject to a U.S. extradition
request. The indictment alleges long-running conspiracies to violate Iran sanctions, commit bank fraud
and money laundering, and defraud the United States. It also alleges substantive criminal bank fraud, wire
fraud, and Iran sanctions violations. Specifically, the government alleges that Huawei, a Chinese company,
engaged in an elaborate scheme to deny its actual ownership of Skycom, which allegedly functioned as
Huawei’s Iranian-based subsidiary.!''® Huawei allegedly informed several victim financial institutions with
U.S. operations that Huawei did not violate applicable U.S. laws, including the U.S. sanctions regime
applicable to Iran.'!! As a result, the victim financial institutions continued to do business with Huawei,
and at least one such financial institution provided financial services to Iran or the Government of Iran
involving millions of dollars.!'>? Huawei allegedly carried out this scheme in part through Meng, who
allegedly represented to a victim financial institution executive that Huawei operated in strict compliance
with U.S. sanctions, and that Huawei’s relationship with Skycom was normal “business cooperation.”!!?
The government alleges that had the victim financial institutions known about Huawei’s sanctions
violations, they would have reevaluated their banking relationships with Huawei, including the provision
of U.S.-dollar clearing services to Huawei.!''* In addition, Huawei allegedly obstructed the grand jury
investigation by moving witnesses with knowledge of Huawei’s Iran-related business to China and by
destroying and concealing evidence relating to that business.!'>

Sanctions Prosecution of Ali Sadr Hashemi Nejad. On March 20, 2018, an indictment was unsealed
charging Ali Sadr Hashemi Nejad (“Sadr”) for his alleged involvement in a scheme to evade U.S. sanctions
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against Iran in which more than $115 million in payments for a Venezuelan housing complex were illegally
funneled through the U.S. financial system for the benefit of Iranian individuals and entities.''® In 2005,
the Governments of Iran and Venezuela entered into a memorandum of understanding regarding a housing
infrastructure project in Venezuela. The project was led by Stratus Group, an Iranian conglomerate
controlled by Sadr and his family. The Stratus Group, through an Iranian company, entered into a contract
with a subsidiary of a Venezuelan state-owned energy company to build approximately 7,000 housing units
in Venezuela in exchange for approximately $475 million. Sadr allegedly took steps to evade U.S. economic
sanctions and to defraud U.S. banks by concealing the role of Iran and Iranian parties in U.S. dollar
payments connected to the project sent through the U.S. banking system. For example, Sadr and a
conspirator allegedly used St. Kitts and Nevis passports and a United Arab Emirates address to incorporate
two entities outside Iran that would receive U.S. dollar payments related to the housing project. Asin other
recent individual prosecutions, in addition to conspiracy to violate sanctions, the U.S. Attorney’s Office for
the Southern District of New York charged Sadr with defrauding the government, defrauding banks, money
laundering, and related conspiracy charges. Sadr is awaiting trial.

Sanctions Prosecution of Arash Sepehri. On November 7, 2018, Arash Sepehri, an Iranian citizen,
pleaded guilty in the U.S. District Court for the District of Columbia to conspiracy to unlawfully export U.S.
goods to Iran and to defraud the United States.!"” Sepehri, through an Iranian company and associated
companies, conspired to obtain high-resolution sonar equipment, data input boards, rugged laptops,
acoustic transducers, and other controlled technology from the United States without obtaining proper
licenses and in violation of sanctions. Sepehri and his co-conspirators sought to evade legal controls
through various means, including the use of a variety of aliases, UAE-based front companies, and an
intermediary shipping company based in Hong Kong. Sepehri is awaiting sentencing.

Federal Banking Agencies

Sanctions/AML compliance continues to be an area of important focus by the federal banking agencies. For
example, in its most recent Semiannual Risk Perspective, the OCC noted that compliance risk remains
“elevated” as banks continue to manage money laundering risks in light of the “dynamism of money
laundering and terrorism-financing methods.”!!® The OCC added that “bank offerings using new or evolving
delivery channels may increase customer convenience and access to financial products and services, but
banks need to maintain a focus on refining or updating BSA compliance programs to address any
vulnerabilities created by these new offerings, which criminals can exploit.”!"

Federal Banking Agency Guidance

As described above, the federal banking agencies and the Treasury Department have coordinated on
BSA/AML issues and have issued two joint statements—one encouraging technological innovation in
BSA/AML compliance and the other addressing the sharing of BSA/AML resources between financial
institutions. Testifying before Congress, Comptroller of the Currency Joseph Otting mentioned this
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ongoing interagency coordination and noted that “the process for complying with current BSA/AML laws
and regulations has become inefficient and costly.”’?® He outlined some of the OCC’s proposals for
improving BSA/AML regulation—some of which require regulatory or legislative changes—including
allowing the scheduling and scoping of BSA/AML exams on a risk-based basis and considering changes to
SAR and currency transaction reporting thresholds and simplifying such reports.

The Federal Reserve, FDIC, and the OCC also recently announced a new commitment to coordinating
interagency enforcement investigations and penalties in multi-agency resolutions.'?! In a joint policy
statement, the three agencies stated that “if two or more [of the agencies] consider bringing a
complementary action (e.g., action involving a bank and its parent holding company), those [agencies]
should coordinate the preparation, processing, presentation, potential penalties, service, and follow-up of
the enforcement action.”!?

The federal banking agencies are also working with FinCEN to revise the Federal Financial Institutions
Examination Council (“FFIEC”) BSA/AML Examination manual to further define application of the
agencies’ risk-based approach to supervision.'?* Revisions are expected to be published in the first quarter
of 2019.1%*

Federal Banking Agency Enforcement Actions

The federal banking agencies’ continued focus on sanctions and BSA/AML enforcement is reflected in
several actions brought against financial institutions by the Federal Reserve and the OCC.

SocGen, Rabobank, and U.S. Bancorp. As discussed above, the Federal Reserve was part of the
multi-agency sanctions resolution with SocGen; the OCC was part of the multi-agency BSA/AML resolution
with Rabobank; and the Federal Reserve and the OCC were both part of the multiagency BSA/AML
resolution with U.S. Bancorp and U.S. Bank. Notably, in the Rabobank matter, Rabobank pled guilty to
conspiracy to obstruct the OCC’s supervision of the bank, and the OCC fined the bank for BSA/AML
program failures and for concealing documents from OCC examiners.'?

Mega International Commercial Bank Co., Ltd. On January 17, 2018, the Federal Reserve and the
Illinois Department of Financial and Professional Regulation announced a $29 million penalty against
Taiwan’s Mega International Commercial Bank and certain of its U.S. operations (“Mega Bank”) for
BSA/AML violations, as well as violations of Illinois law.'? The consent order includes a number of
requirements, including the submission of plans to create a consolidated framework for BSA/AML and
OFAC compliance across the bank’s U.S. operations (including the bank’s New York, Chicago, and Silicon
Valley branches) and to enhance oversight by U.S. senior management and the bank’s board of
directors. Mega Bank and its New York Branch are also required to engage an independent third party to
conduct a lookback review of U.S. dollar clearing transaction activity for a six-month period to determine
whether suspicious activity involving high risk customers or transactions was properly identified and
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reported. While the consent order does not detail specific findings, Mega Bank paid a $180 million penalty
to the NY DFS in August 2016 based on a number of alleged AML deficiencies, including the failure to
identify and report suspicious transactions with its Panama branches.

Capital One, N.A. and Capital One (USA), N.A. On October 23, 2018, the OCC announced its
assessment of a $100 million civil money penalty against Capital One, N.A. and Capital One Bank (USA),
N.A. (collectively, the “bank”) for alleged deficiencies in the bank’s BSA/AML program and failure to
achieve timely compliance with the OCC’s prior July 2015 consent order. The prior consent order cited
various weaknesses in the bank’s BSA/AML compliance program and the failure to file certain SARs.'?’

Bank of China. On April 24, 2018, the OCC and Bank of China’s New York Branch (“BOC”) entered into
a consent order assessing a $12.5 million penalty for deficiencies in BOC’s BSA/AML and OFAC compliance
programs, including inadequate internal controls, insufficient training, deficiencies in transaction
monitoring systems resulting in a failure to timely file SARs, and systematic deficiencies in its customer due
diligence and risk rating processes.!?® On the same day, the OCC and BOC entered into a separate consent
order stemming from the OCC’s determination that BOC failed to adopt and implement adequate BSA/AML
and OFAC compliance programs, and failed to timely file SARs. ! Under the second consent order, BOC
was required to submit an action plan for the completion of risk assessments of its BSA/AML and OFAC
compliance programs; an assessment of the risk BOC is willing to assume; a plan for the development and
implementation of enterprise-wide policies and procedures for gathering customer due diligence and
enhanced due diligence information; a plan for the development and implementation of enterprise-wide
policies and procedures to ensure timely SAR filing; and a plan for the development and implementation of
a written enterprise-wide program to ensure ongoing compliance with OFAC regulations. BOC also agreed
to devise an acceptable BSA/AML audit program, hire a permanent, qualified, and experienced BSA officer.
No lookback review of transactions was required.

Resolutions without Penalties. As in prior years, the federal banking agencies also issued BSA/AML-
related consent orders or written agreements that imposed a number of remedial requirements but lacked
monetary penalties. For example, the Federal Reserve entered into consent orders against Industrial and
Commercial Bank of China Ltd. (“ICBC”) and its New York Branch, and Hua Nan Commercial Bank Limited
(“Hua Nan”), following the identification of significant deficiencies in the banks’ risk management and
BSA/AML compliance.'*® Both orders required the financial institutions to develop and implement plans
for strengthening BSA/AML compliance and to engage independent third parties to conduct lookbacks.

Securities and Exchange Commission and Financial Industry Regulatory Authority

SEC and FINRA have continued to pursue AML-related enforcement actions, including against individuals.
A number of these actions involved failing to file SARs related to low-priced securities transactions. One of
these actions is the SEC’s closely-watched federal court litigation against Alpine Securities Corporation.
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Both the SEC and FINRA have stressed their commitment to AML compliance. On December 20, 2018, the
SEC’s Office of Compliance Inspections and Examinations issued its 2019 Examination Priorities, which
highlights the SEC’s continued prioritization of “examining broker-dealers for their AML obligations,
including whether they are meeting their SAR filing obligations, implementing all elements of their AML
program, and robustly and timely conducting independent tests of their AML program.”’3! Likewise,
FINRA stated in its 2018 Report on Examination Findings that it “continues to find problems with the
adequacy of some firms’ overall AML programs; allocation of AML monitoring responsibilities, particularly
responsibilities for trade monitoring; data integrity in AML automated surveillance systems, especially in
suspense accounts for processing foreign currency money movements and conversions; firm resources for
AML programs; and independent testing of AML monitoring programs.”!

UBS Financial Services, Inc. As described above, the SEC and FINRA were both part of the
multiagency resolution with UBS for AML violations.

SECv. Alpine. As detailed in our prior memorandum,'** on December 11, 2018, the SEC secured a victory
in its enforcement action against Alpine Securities Corporation, a clearing broker that allegedly failed to file
SARs relating to certain microcap securities transactions.!3* Judge Cote of the U.S. District Court for the
Southern District of New York partially granted the SEC’s motion for summary judgment, finding Alpine
liable for thousands of violations of Rule 17a-8 of the Securities Exchange Act of 1934, which requires
broker-dealers to report potentially illegal activity by filing SARs.!* The decision is notable as a rare
instance of a court’s ruling on various types of SAR violations, whereas most SAR-related enforcement
actions are resolved without litigation. Broker-dealers and potentially other financial institutions subject
to SAR-filing requirements may wish to review this decision as guidance regarding the adequacy of SAR
narratives and other issues. The decision is also notable for again rejecting Alpine’s argument that the SEC
lacks authority to pursue SAR violations, holding that the Exchange Act grants the SEC “independent
authority to require broker-dealers to make reports” and “enforcement authority over those broker-dealer
reporting obligations.”'3® Alpine may continue to pursue its arguments, including those about the SEC’s
lack of BSA enforcement authority, in an appeal to the Second Circuit, despite having previously
unsuccessfully sought mandamus on the issue.137

Morgan Stanley Smith Barney LLLC. On December 26, 2018, FINRA announced a $10 million
settlement with Morgan Stanley Smith Barney LLC (“Morgan Stanley”) for alleged AML program and
supervisory failures that spanned a period of more than five years.!*® Specifically, FINRA determined that:
(1) Morgan Stanley’s automated AML surveillance system did not receive critical data from several systems,
undermining the firm’s surveillance of wire and non-U.S. currency transfers, including those involving
countries known for having high money-laundering risk; (2) Morgan Stanley failed to devote sufficient
resources to review alerts generated by its automated AML surveillance system, and thus often closed alerts
without sufficient investigation; and (3) the AML Department did not reasonably monitor customers’
deposits and trades in penny stocks for potentially suspicious activity, despite the fact that its customers
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deposited approximately 2.7 billion shares of penny stocks involving subsequent sales of approximately
$164 million during the relevant time period. FINRA recognized the firm’s “extraordinary corrective
measures.”

Aegis Capital Corporation. On March 28, 2018, the SEC and FINRA announced settlements totaling
$1.3 million in penalties with Aegis Capital Corporation (“Aegis”), a registered broker-dealer, in connection
with the firm’s failure to file SARs regarding low-priced securities transactions.!?* Between late 2012 and
early 2014, Aegis “knew, suspected, or had reason to suspect” that hundreds of transactions it processed
were being used to manipulate the market and “to facilitate fraudulent activity” with “no business or
apparent lawful purpose.”!*? The transactions at issue were in low-priced securities made through Delivery
Versus Payment/Receive Versus Payment accounts (“DVP/RVP”). The transactions were structured such
that customers would deposit their shares in another firm’s custody account. Various clearing firms with
which Aegis had relationships would then assist in effectuating the transactions. In many situations, the
underlying customers were non-U.S. financial institutions that were effectuating transactions on behalf of
their own customers who were unknown to Aegis. According to the SEC, even though AML red flags were
identified, Aegis did not file SARs or create written analyses or other records of the transactions. In its
settlement with the SEC, Aegis admitted the SEC’s allegations and agreed to pay a $750,000 fine and retain
an expert in compliance procedures.'*! On the same day, Aegis agreed to pay a $550,000 penalty to FINRA,
but neither admitted nor denied the charges.!'#

Several Aegis employees also reached settlements with the SEC, without admitting or denying the SEC’s
findings. Kevin McKenna, a former AML Compliance Officer with the firm, and Robert Eide, the owner and
Chief Executive Officer, were found to have aided and abetted the firm’s failure to file SARs.!¥ McKenna
agreed to pay a $20,000 penalty and Eide agreed to pay a $40,000 penalty. McKenna also agreed to an
eighteen month prohibition from serving in roles related to compliance or AML in the securities industry.
In a separate settlement with the SEC on July 6, 2018, Eugene Terracciano, another Aegis AML Compliance
Officer, agreed to pay a $20,000 fine without admitting or denying the alleged conduct.'*

Chardan Capital Markets LLC, Chardan’s AML Officer, and Industrial and Commercial Bank
of China Financial Services LLC (“ICBCFS”). The SEC reached settlements with Chardan Capital
Markets LLC (“Chardan”), Chardan’s AML Officer, Jerard Basmagy, and Industrial Commercial Bank of
China Financial Services LLC (“ICBFS”) on May 16, 2018.'% The SEC alleged that Chardan liquidated over
12.5 billion penny stock shares for seven customers between October 2013 and June 2014 and that ICBCFS
then cleared the transactions. Though many of these transactions allegedly presented red flags, such as
heavy trading in low priced securities, large volume trading, and sales in issuers without any revenues or
products, Chardan and ICBCFS did not file any SARs.!¢ According to the SEC, Jerard Basmagy, Chardan’s
AML officer, aided and abetted the firm’s conduct by failing to investigate red flags and file SARs.

As part of the settlement, the SEC imposed fines of $1 million against Chardan, $860,000 against ICBCFS,
and $15,000 against Basmagy.!*” Basmagy agreed to industry and penny stock bars for at least three
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years.'¥® FINRA also reached a settlement with ICBCFS, under which ICBCFS would pay a $5.3 million
penalty and agreed to retain an independent compliance consultant.

LPL Financial, LLC. On October 30, 2018, FINRA announced a settlement with LPL Financial, LLC
(“LPL”), which included a $2.75 million penalty for, among other things, failure to properly investigate and
report unauthorized attempts to gain access to its electronic systems.'* FINRA alleged that these attempts
should have led the firm to file over 400 SARs. FINRA found that the firm’s compliance employees
consulted a “fraud case chart” that contained inaccurate guidance regarding SAR reporting requirements. !>
FINRA recognized LPL’s “extraordinary cooperation.”!!

New York Department of Financial Services

DFS remained active in the sanctions/AML space in 2018, issuing significant consent orders against
SocGen, Mashregbank, and Western Union. Additionally, DFS-regulated banks, check cashers, and money
transmitters subject to DFS’s Part 504 regulation'*? faced their first certification deadline on April 15, 2018,
and are now making preparations for their second annual certification. Meanwhile, little is known about
DFS’s potential enforcement approach to Part 504. DFS also recently issued guidance on principles and
best practices for ensuring a robust whistleblower program, which may have implications for
sanctions/AML compliance.

In late December 2018, Superintendent Maria Vullo announced that she will be leaving DFS, effective
February 1, 2019. Governor Cuomo has nominated his long-time chief of staff, Linda Lacewell, to become
the new Superintendent. Ms. Lacewell previously served as a federal prosecutor in the U.S. Attorney’s Office
for the Eastern District of New York.'*3

Société Générale. As described above, on November 19, 2018, as part of a broader $1.3 billion multi-
agency sanctions resolution,'** DFS fined SocGen and its New York branch $325 million for executing
nearly $13 billion in “illegal and non-transparent” transactions to parties in countries subject to embargoes
or otherwise sanctioned by the United States, including Iran, Sudan, Cuba and Libya, during the period
2003 to 2013.'% Even though many of these transactions may have satisfied OFAC’s “U-turn” exception,
which was in place until November 2008, DFS alleged that SocGen put “customer service over compliance”
and prevented DFS from fully understanding and examining this conduct.!>

In a separate consent order, DFS fined SocGen $95 million for alleged BSA/AML compliance violations.'>’
In 2009, SocGen entered into an agreement with DFS and the Federal Reserve to remediate AML
deficiencies. While DFS found that SocGen had “made substantial gains in improving its compliance
program between 2009 and 2013,” DFS stated that, more recently, SocGen’s compliance “had fallen off
precipitously.”’®® In fact, SocGen received “an unacceptable rating for its compliance function for four
consecutive [DFS] examination cycles,” from 2014 through 2017."° DFS found that SocGen’s New York
branch struggled to remediate deficiencies repeatedly identified during prior examinations, including
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inadequate program testing, outdated policies, and flaws in customer due diligence protocols.'® In addition
to imposing a $95 million monetary penalty and a set of remedial requirements, the consent order requires
SocGen to engage the independent consultant that had already been hired pursuant to a December 2017
Federal Reserve cease and desist order to review its BSA/AML compliance programs in eighteen months.
Moreover, DFS stated that it may require SocGen to engage an independent monitor for up to two additional
years after reviewing the independent consultant’s report on the bank’s compliance status.!®!

Both consent orders referenced SocGen’s “substantial cooperation” during DFS’s investigation and noted
that DFS gave “substantial weight to the commendable conduct of the Bank” in agreeing to the terms of the

consent orders.'%?

Mashregbank PSC. On October 10, 2018, DFS entered into a consent order with Mashreqbank PSC
(“Mashreq”)—the largest private bank in the U.A.E.—and its New York branch, fining the bank $40 million
for alleged deficiencies in its BSA/AML and OFAC compliance programs.'®* The consent order arose from
examinations conducted in 2016 and 2017 by the DFS and the Federal Reserve. Although DFS noted that
the branch “made some progress in remediation,” DFS initiated this enforcement action after the branch
received consecutive low ratings during its last two examinations.!®*

The 2016 and 2017 examinations identified various deficiencies, including: (1) for both transaction
monitoring and sanctions screening, the branch had inadequate rationales for closing alerts and
investigations and inadequate documentation of the progress of specific investigations identified in the
branch’s OFAC Investigation Log; (2) for “Know Your Customer” or KYC requirements, the branch used the
same analyst to conduct first and second level reviews, lacked “robust information” regarding non-U.S.
correspondent banking customers’ markets, and “failed to document specific information regarding the
analyses performed of expected-versus-actual transactional activity.”; and (3) Mashreq’s Head Office
engaged a third-party BSA/AML auditor, but the Head Office’s internal audit function “did not provide
sufficient oversight” of that auditor, which omitted “numerous issues uncovered by [DFS] examiners.”!®’
Notably, however, DFS did not identify any violative transactions in either examination.

In addition to the $40 million penalty and a host of remedial requirements, the consent order required a
six-month lookback on U.S. dollar clearing activity and the hiring of an independent consultant to oversee
remediation.'®® DFS acknowledged Mashreq’s “strong cooperation” and noted that it gave “substantial
weight” to this cooperation in agreeing to the terms and remedies of the consent order.'?’

Western Union. On January 4, 2018, DFS issued a consent order against Western Union that imposed a
$60 million penalty for allegedly failing to maintain an effective AML program and failing to exercise
reasonable supervision over its agents.!®® This order followed a multi-agency resolution from January 2017
involving DOJ, FinCEN, and the FTC. In the order, DFS alleged that several Western Union “executives
and managers” willfully ignored suspicious transactions undertaken by Western Union agents in New York,
or intervened on their behalf when faced with potential disciplinary action, and that none of this misconduct
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was timely disclosed to DFS.!® While DFS’s findings were broad in scope, the consent order specifically
centered on nearly $3 billion in China transactions conducted by three agents located in New York City.
According to DFS, “[t]he sheer number and size of transactions processed by these agents, which were small
independent stores each with a small number of employees, stood out as clear indicators of increased money
laundering risk.”!”

DFS faulted Western Union for failing to disclose to DFS the alleged misconduct of its agents until March
2017, even though Western Union was “in a position to disclose its understanding about” the China-related
misconduct of its New York agents by 2015 and a related DOJ investigation commenced in 2012.'7!

In addition to the $60 million penalty, DFS notably required Western Union to submit a written plan
designed to ensure its agents, “regardless of their location,” adhere to U.S. regulatory and AML standards,
“unless in direct conflict with local law.”'”? DFS also required Western Union to file SARs for any suspicious
activity in customer-to-customer transfers of over $2,000 “to, from, or through the United States,
regardless of where in the world the suspicious transactions originate or are received.”'’”> The order does
not, however, impose a monitor or independent consultant or require a lookback.

Whistleblower Program Guidance. On January 7, 2019, DFS issued guidance that a “robust”
whistleblowing program is an essential component of a comprehensive compliance program for financial
services companies.'” Acknowledging that there is no “one-size-fits-all” approach given the breadth of
entities under its jurisdiction, DFS outlines ten “principles and best practices” that all DFS-regulated
entities should account for in designing their programs. These include reporting channels that are
independent, well-publicized, easy to access, and consistent; strong anonymity, confidentiality, and anti-
retaliation protections; established procedures for identifying and managing potential conflicts of interest;
strong training and procedures for investigating allegations of wrongdoing; and a “top-down culture of
support” for the whistleblowing function. Risk managers may wish to consider how this guidance relates
to particular compliance areas, including sanctions/AML compliance.

Additional Developments

Increasing Focus on Virtual Currency. The emergence and proliferation of virtual currencies present
a number of challenges related to BSA/AML and sanctions compliance.

In 2018, OFAC and FinCEN took some notable steps with respect to virtual currency. First, OFAC issued
eight FAQs on virtual currency and digital wallets, including guidance on OFAC compliance obligations for
virtual currency transactions. Second, on November 28, 2018, OFAC identified for the first time virtual
currency addresses associated with persons added to the SDN list. The newly sanctioned individuals, Iran-
based Ali Khorashadizadeh and Mohammad Ghorbaniyan, were found by OFAC to have converted digital
currency payments into Iranian rial as part of a widespread ransomware scheme. Third, FinCEN provided
an informative analysis of how virtual currency could emerge in importance as a means of Iranian money
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laundering and sanctions evasion.!”” For example, virtual currency can be accessed in Iran and used to
evade sanctions through Iran-located, Internet-based virtual currency exchanges and peer-to-peer (P2P)
exchangers. Fourth, in August 2018, FinCEN’s Director, Kenneth Blanco, stated in prepared remarks that
FinCEN and the IRS had examined over 30 percent of all registered virtual currency exchangers and
administrators since 2014 with the goal that all virtual currency money transmitters undergo regular,
routine compliance examinations—just like every other U.S. financial institution.!7®

At the state level, New York continues its efforts to be a leader in addressing virtual currency. For example,
the New York State Office of the Attorney General (“NY AG”) launched the Virtual Markets Integrity
Initiative, a fact-finding inquiry into the policies and practices of virtual asset trading platforms, and sent
letters and questionnaires to thirteen major trading platforms. On August 9, 2018, the NY AG released a
Virtual Markets Integrity Report addressing areas of particular concern to the transparency, fairness, and
security of virtual asset trading platforms.!”” The DFS has also continued its efforts to expand its regulation
of virtual currency businesses that operate in New York through the continued issuance of virtual currency
licenses, also known as BitLicenses.!”®

At the international level, FATF announced that it is preparing updated guidance detailing a risk-based
approach to regulating virtual asset service providers, and guidance for law enforcement authorities on
identifying and investigating illicit activity involving virtual assets.'”

Virtual currency exchanges are increasingly scrutinized by regulators due to their integral role in the virtual
currency marketplace. Currently, virtual currency exchanges that operate “wholly or in substantial part
within the United States” are considered money service businesses (“MSBs”) that are subject, at the federal
level, to the requirements of the BSA and must register with FinCEN.180 Among other things, financial
institutions should consider applying their customer identification programs to all virtual currency
exchange clients, confirm the exchange’s FinCEN registration status and compliance with state and local
licensing requirements, and conduct a BSA/AML risk assessment to determine the level of risk associated
with the account and whether further due diligence is necessary.

These developments illustrate the increasing need for financial institutions and other companies to devote
resources to understanding and managing compliance risks related to virtual currencies.'!

Cannabis/Marijuana-Related Developments. Last year saw a number of developments with respect
to the legalization of cannabis (or marijuana, which we use interchangeably), leading financial institutions
and other companies to wrestle further with their potential relationships to this industry in light of the BSA,
the substantive money laundering statutes, the Controlled Substances Act, and other legal requirements.82
In 2018, Michigan, Utah, and Missouri voted to legalize cannabis for medicinal or recreational purposes.83
To date, 33 states and the District of Columbia in the United States have legalized either medical or
recreational uses of marijuana, and a number of additional states have some limited protections for
cannabidiols (CBD) only.184 Additionally, President Trump signed the 2018 Farm Bill, which effectively
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legalized hemp and hemp-derived products at the federal level. Of note, in October 2018, Canada legalized
recreational cannabis, fueling a projected $6.1 billion (CAD) industry that has already seen four marijuana-
focused public companies with U.S. market caps of over $32 billion. It appears that while large financial
institutions continue to evaluate risks regarding providing services to cannabis growers and distributors
operating in the United States (and continue to grapple with how, if at all, to work with service providers,
employees, and customers of marijuana growers/distributors), many are now providing services to
marijuana companies operating in Canada.

Notwithstanding U.S. state-law legalization efforts, marijuana and marijuana-derived CBD remain illegal
under federal law.'8s The long-standing federal prohibition on marijuana arises under the federal
Controlled Substances Act (CSA), a series of federal criminal statutes that govern the possession,
distribution, and sale of “controlled substances,” including marijuana.’8¢ Based on the statutory definition
of marijuana,'87 certain parts of the cannabis plant are considered to be Schedule I “controlled substances,”
while others are not.188

Conflicting guidance by federal and state officials. Federal and state governmental actors continue to
create a complex and contradictory landscape of guidance and pronouncements regarding the risks of
conducting business with the U.S. marijuana industry. On the one hand, on January 4, 2018, then-Attorney
General Jeff Sessions rescinded'® two memoranda issued by then-Deputy Attorney General James Cole
during the Obama Administration, which stated that in those states that legalized marijuana and that have
strong and effective regulatory and enforcement systems, federal prosecutors should focus enforcement of
the Controlled Substances Act (as well as the BSA and the money laundering statutes) only on certain types
of marijuana-related cases that implemented eight federal enforcement priorities.!”® When he rescinded
these memoranda, then-Attorney General Sessions stated that “prosecutors should follow the well-
established principles that govern all federal prosecutions,”9! thus removing some degree of comfort that
those in the state-legal cannabis sector—and those involved in banking such persons and entities—had
enjoyed. In January 2019, Bill Barr, President Trump’s Attorney General nominee, testified that his
approach “would be not to upset settled expectations and the reliance interests that have arisen as a result
of the Cole memoranda,” and that he would not “go after [marijuana] companies that have relied on the
Cole memoranda.””? However, he characterized the current state/federal dynamic as “untenable” and
stated that the federal government should either have a “federal law that prohibits marijuana everywhere,”
which he personally supports, or if there was desire for a federal approach to permit states “to have their
own [marijuana] laws,” then the federal government should pursue that path and “get there the right
way.”193

Meanwhile, FinCEN’s guidance on Marijuana Banking issued in 2014'** remains in place, despite its
reliance on the now-revoked Cole memoranda.’95 That guidance intended to clarify how banks can provide
services to marijuana-related businesses consistent with their BSA obligations and enhance the availability
of financial services for, and the financial transparency of, such businesses. In late November 2018,
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FinCEN’s Director Blanco stated in Senate testimony that FinCEN is having ongoing interagency
conversations about marijuana banking and continues to inform financial institutions that they should be
following FinCEN’s 2014 guidance to meet their BSA requirements.96

Other agencies and officials, including Treasury Secretary Mnuchin and Comptroller Otting, have spoken
on marijuana-related banking issues.'”” Among the less formal announcements are Senator Cory Gardner’s
(R-Colo.)’s statement, following his holds on several DOJ nominees, that President Trump assured him that
DOJ would not target the marijuana industry in Colorado and that President Trump would “support a
federalism-based legislative solution to fix this states’ rights issue once and for all.”198 In addition, pending
in Congress is the Secure and Fair Enforcement Banking Act or the SAFE Banking Act, which, if enacted,
would provide an avenue for financial institutions to provide financial services to marijuana-related
businesses and their employees in the United States without risk of liability under federal law.'*

Making matters more complicated, certain state regulators have actively encouraged their regulated
financial institutions to provide services to marijuana companies operating in compliance with state law,
notwithstanding federal law. For example, New York’s Governor Cuomo and Superintendent Vullo
announced that DFS would encourage New York State chartered banks and credit unions to consider
providing services to medical marijuana businesses operating in compliance with New York law and with
industrial hemp businesses.?”® Among other things, DFS’s guidance, while recognizing the rescission of the
Cole memoranda, indicated that it was not aware of any actual changes in priorities of the four U.S.
Attorneys covering New York State.?"!

The 2018 Farm Bill. On December 20, 2018, President Trump signed into law the Agriculture Improvement
Act of 2018 (the “2018 Farm Bill”), which amended the CSA to exclude “hemp” from the statutory
definitions of marijuana and THC, effectively legalizing hemp at the federal level.?*> The 2018 Farm Bill
defines “hemp” as the plant Cannabis sativa L., and any derivatives of such plant, that have a THC
concentration of “not more than .3 percent on a dry weight basis.”® Thus, hemp and hemp-derived CBD—
provided they meet the statutory requirements of the 2018 Farm Bill—will no longer be considered Schedule
I controlled substances.

With respect to the production and growth of hemp, the 2018 Farm Bill permits any state or Indian tribe to
submit to the Secretary of Agriculture a plan under which the state or Indian tribe would monitor or regulate
the production of hemp within its jurisdiction, and any proposed plan shall be approved or disapproved by
the Secretary of Agriculture within 60 days’ of its submission.?** A proposed plan must contain the
following, among other things: (1) a practice to record the locations where hemp is grown; (2) a procedure
for testing the hemp annually to ensure it does not exceed 0.3% THC, and for disposing of plants produced
in violation of the 2018 Farm Bill; (3) a procedure for enforcement and to report violations to the Secretary
of Agriculture; and (4) a certification that the jurisdiction has adequate resources and personnel to enforce
the plan.?®® Notably, the 2018 Farm Bill primarily leaves the regulation of hemp production to states and
Indian tribes, and does not preempt them from prohibiting hemp production or imposing more stringent
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requirements than those at the federal level.?° But where a state or Indian tribe does not submit a plan or
does not prohibit the production of hemp, the Secretary of Agriculture may establish a plan, and any
production of hemp in a state or Indian tribal territory must be consistent with the Secretary’s plan.?”’
Further, the 2018 Farm Bill prevents a state from prohibiting the transport of hemp through that state, thus

permitting interstate commerce of hemp and hemp-derived products throughout the United States.?"

The 2018 Farm Bill also limits who may obtain a license to be a hemp producer and provides that negligent
violations of a state or tribal plan will not be criminally enforced at the federal level, but may render a
producer ineligible to produce hemp depending on the number of violations within a five-year period.
Violations by hemp producers that are determined by the state or Indian tribe to be more than negligence
must be reported by the state or tribe to the U.S. Attorney General and chief law enforcement officer of the
jurisdiction, and may be subject to federal criminal prosecution.””® The 2018 Farm Bill requires the
Secretary of Agriculture, in consultation with the Attorney General, to promulgate regulations and
guidelines pertaining to hemp.?!°

Considerations for Strengthening Sanctions/AML Compliance

In light of the developments described above, senior management, general counsel, and compliance officers
should consider the follow points in strengthening their institutions’ sanctions/AML compliance:

1. Be Prepared to Review and Respond to OFAC’s Forthcoming Guidance on Sanctions
Compliance Programs. With OFAC planning to issue guidance early in 2019 regarding its
compliance expectations—and in light of multiple recent sanctions and BSA/AML-related enforcement
actions highlighting compliance deficiencies—companies would be well-served to be prepared to review
their programs and implement any necessary adjustments following the release of OFAC’s forthcoming
guidance.

2. Test and Address Sanctions Screening Software Limitations. OFAC’s Cobham settlement
makes clear that the utilization of defective screening software will not provide a shield against
regulatory enforcement. Companies should devote resources to understanding the functionality and
limitations of their sanctions screening software, ensure sufficient staff training, update the software
accordingly, and periodically evaluate the software with test data to ensure that it sufficiently flags
transactions even absent an exact match. The Cobham settlement also suggests that, depending on
their risk profile, companies should consider investing in systems for identifying entities that are
treated as SDNs under OFAC’s fifty percent rule.

3. Pay Particular Attention to Staffing. Compliance resources have also been a recent focus of
enforcement, as evidenced by the Rabobank, U.S. Bancorp, and UBS resolutions, which highlight the
focus of prosecutors and bank regulators on BSA/AML compliance staffing levels and experience.
Agencies expect that financial institutions maintain appropriately qualified staff in the numbers
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required to operate an effective compliance program in light of each financial institutions’ volume of
transactions, historic level of alerts, risk profile, and other factors. Financial institutions should
consider undertaking a periodic staffing analysis to ensure that their staffing is sufficient and in line
with industry benchmarks. Further, as demonstrated by the U.S. Bancorp and UBS resolutions,
financial institutions should ensure there is no policy or practice that can be perceived to operate as a
cap on SARs.

4. Renewed Focus on Iran. Following JCPOA withdrawal, the Trump administration has indicated its
intent to aggressively pursue both U.S. and non-U.S. persons that run afoul of U.S. sanctions. National
Security Adviser John Bolton has warned that increased sanctions are forthcoming and that the United
States will “have very strict, tight enforcement of the sanctions that exist.”!! Likewise, Under Secretary
Mandelker has advised companies to be “sure your [Iran sanctions] compliance programs are
airtight.”!? Coupled with the FinCEN advisory on detecting illicit transactions related to Iran, these
statements indicate that U.S. and non-U.S. entities alike face renewed enforcement and reputational
risks, and non-U.S. entities face secondary sanctions risk for a broad range of Iran-related activities.

5. Consider the Impact of the EU Blocking Regulation. As noted, the United States’ withdrawal
from the JCPOA and the amended EU Blocking Regulation have created a potential conflict of laws
between the United States and the EU, creating compliance and risk concerns for companies operating
in both jurisdictions. Companies operating in the EU should monitor new developments relating to the
EU Blocking Regulation carefully, and should review whether their activities are subject to the covered
U.S. sanctions on Iran. This potential conflict of laws presents special concern for U.S. companies with
EU subsidiaries, as those subsidiaries are treated as U.S. persons under U.S. sanctions and as EU
persons under the EU Blocking Regulations. While it may be possible for an affected entity to obtain a
specific license from OFAC or an exception from the EU, it is unclear whether either jurisdiction will be
amendable to granting such requests. Going forward, companies should keep a close watch on
developments related to the EU Blocking Regulation and should consider updating their sanctions-
related contractual provisions to manage the risk of primary and secondary sanctions.

6. Strengthen Processes Regarding Regulatory Communication. In light of recent enforcement
actions alleging that banks have obstructed, deceived, or failed to inform regulators—and fired or
silenced compliance staff—financial institutions should consider reviewing and strengthening their
processes. Areas for enhancement may include: central tracking of regulator/monitor requests and
submissions to ensure timely and complete flow of information and to create a record; regularly
scheduled check-ins with regulators/monitors to ensure a regular flow of information; documenting
regulator/monitor meetings and communications; additional training on regulatory interactions and
duties of truthfulness; consistent consideration of the need to share new information and developments
with other regulators (and the need to seek permission to share confidential information); steps to
ensure that the above actions are not perceived as impeding regulatory cooperation and transparency;
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and documenting the basis of personnel actions relating to compliance officers and considering
potential pre-notification to regulators.

7. Enhancing Controls for Transactions Involving Higher Risk Jurisdictions. As evidenced by
recent enforcement actions, DOJ and banking regulators continue to focus on transactions involving
geographies that are perceived as carrying a higher risk of financial crime. For example, one of the
more recent DOJ BSA/AML resolutions—Rabobank—involved business done at or across the U.S.-
Mexico border; Epsilon and several individual criminal prosecutions demonstrate that the UAE
remains a higher-risk jurisdiction for Iran-related transactions; and the resolutions with Jereh, ELF,
and Western Union involved transactions with China. And FinCEN’s advisory on Iran’s attempts to
exploit the U.S. financial system recommends enhanced due diligence for transactions originating from
or otherwise involving jurisdictions in close proximity to Iran. These enforcement actions and guidance
underscore the need to implement and maintain sanctions and BSA/AML controls commensurate with
the risks posed by transactions involving higher risk geographies. Non-financial institutions will likely
also face increased scrutiny related to transactions in higher risk jurisdictions, and may consider
implementing enhanced compliance measures for such transactions (including transactions involving
the jurisdictions flagged in the guidance by FinCEN and other regulators focused on North Korean
supply chain links). Finally, OFAC’s ELF settlement underscores the need for companies, depending
on their risk profiles, to employ “full spectrum supply chain due diligence” to identify the use of goods,
services, technology, and labor from sanctioned jurisdictions.

8. Adapting Compliance for Emerging Technologies Such as Virtual Currencies. Recent
regulator emphasis on the potential risks posed by virtual currency transactions underscores the
importance of ensuring that policies and procedures appropriately address sanctions and BSA/AML
risk for emerging technology. Among other things, financial institutions should ensure that due
diligence procedures, customer identification programs, risk assessments, and transaction monitoring
and screening are updated to consider the unique risks of virtual currencies, including virtual currency
exchangers.

9. Assess Risks With Respect to the Cannabis Industry. As cannabis production, distribution, and
sales become more important to the economies of states where such conduct is permitted by state law,
financial institutions should periodically assess their compliance with the BSA including with respect
to customer due diligence and SAR reporting. FinCEN has set forth its BSA expectations for financial
institutions that provide financial services to cannabis-related businesses, including criteria FinCEN
views as relevant to assessing customer risk. FinCEN has not, however, provided comprehensive BSA
guidance with respect to ancillary persons, such as service providers to, or employees of, marijuana
companies. Financial institutions should also periodically analyze their risk exposure under the federal
substantive money laundering statutes, the Controlled Substances Act, and other legal restrictions.
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Financial institutions should likewise consider periodic risk assessment with respect to any business
connected to the Canadian cannabis industry.

We will continue to monitor sanctions and AML developments and look forward to providing you with
further updates this year.

This memorandum is not intended to provide legal advice, and no legal or business decision should be
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Agricultural Improvement Act of 2018, Pub. L. No.

115-334, § 10113, 132 Stat. 4490, 4908-09 (2018). States or Indian tribes

whose plans are disapproved may resubmit an amended state plan that complies with the requirements set forth in the 2018

Farm Bill.

Agricultural Improvement Act of 2018, Pub. L. No.
Agricultural Improvement Act of 2018, Pub. L. No.
Agricultural Improvement Act of 2018, Pub. L. No.
Agricultural Improvement Act of 2018, Pub. L. No.
Agricultural Improvement Act of 2018, Pub. L. No.

Agricultural Improvement Act of 2018, Pub. L. No.

115-334, § 10113, 132 Stat. 4490, 4908-09 (2018).
115-334, § 10113, 132 Stat. 4490, 4909 (2018).
115-334, § 10114, 132 Stat. 4490, 4912-13 (2018).
115-334, § 10114, 132 Stat. 4490, 4913 (2018).
115-334, § 10113, 132 Stat. 4490, 4909-10 (2018).

115-334, § 10113, 132 Stat. 4490, 4914 (2018).
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